Yoe—— Security at WPhost:
J“* 5~ We think a lot about
- security so you don't.

Here are just a few security features to highlight that are now included on every site hosted on our
advanced Cloud Platform:

WPHOST WEB APPLICATION FIREWALL (WAF)

Our WPhost Cloud Platform utilises an infrastructure level firewall at our edge that provides mitigation at
scale for common attack vectors, WordPress specific attacks and intelligent rules that scale with the
environment as attackers attempt to infect customer's sites.

DDOS PROTECTION

In addition to our WPhost WAF we also employ systems at our edge that detect and actively provide DDOS
mitigation at scale.

INTRUSION PREVENTION FOR EACH WORDPRESS SITE
Each customer site comes pre-installed with a tool that limits brute force login attacks against their
WordPress site.

INTRUSION PREVENTION FOR SFTP
WPhost's SFTP system protects against brute force attacks by actively detecting and blocking IP addresses
that attempt access.

REAL-TIME INFRASTRUCTURE MONITORING AND SELF-HEALING

WPhost's Operations team employs systems that not only detect and notify on-call teams of issues in the
environment but also self-heal specific pieces of the infrastructure to prevent and rectify data centre
incidents.

DAILY BACKUPS
Each site is backed up every 24 hours providing reassurance if a situation occurs that your system can be
restored to a previously working state.

SSL INCLUDED ON EVERY SITE

Not only should our platform provide security but we want our customers to employ the most secure sites;
that's why we offer Free SSL Certificates provided by Let's Encrypt in addition to forcing only HTTPs access.

As New Zealand's only dedicated managed WordPress hosting provider exclusively offering
WordPress VPS hosting backed by the Google Cloud, we strive to exceed every security
standard to keep your data safe and your mind at ease.
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